
NIKHIL SANKHLA
+61-449-812-858 | nikhilsankhla.cybersec@gmail.com | LinkedIn | nikhilsec.com | Sydney, Australia

Security Engineer with 2.5 years of experience in vulnerability discovery, assessment, triage, and remediation
across cloud services and applications. Hands-on with exploit analysis, web protocols, common security attacks,
and penetration testing. Builds detection and automation that drive issues to closure with builder teams.

Education

The University of New South Wales Sydney, Australia
Master of Information Technology (WAM: 76.33 / Major: Cyber Security) 2025 – Expected Dec 2026

Maharaja Agrasen Institute of Technology Delhi, India
Bachelor of Technology, Information Technology (GPA: 8.1/10) 2018 – 2022

Technical Skills

Vulnerability Management & Remediation: Vulnerability Discovery, Assessment & Triage, Severity/Impact
Analysis, CVE & Exploit Analysis, Exploit Development, Penetration Testing, Remediation Automation, SAST,
OWASP Top 10
Web & Application Security: Web Protocols (HTTP/HTTPS), TLS/SSL, DNS, TCP/IP, Web Exploitation (SQLi,
XSS, IDOR, SSRF), REST API & JWT Security, Binary Exploitation
Cloud Security & DevSecOps: AWS (EC2, S3, IAM, VPC, CloudTrail, CloudWatch, ECS, ECR), Docker,
Kubernetes, Terraform, IaC, Container Security, GitLab CI/CD, Jenkins
Tooling & Programming: Burp Suite, Wireshark, Nmap, SQLMap, pwndbg, Splunk, Python, C/C++, Bash, Linux,
Git

Experience

Security Engineer / Software Developer (DevSecOps) Jul 2023 – Dec 2024
Experis IT (Client: Dell Technologies) Bengaluru, India

• Engineered automated vulnerability detection into GitLab CI/CD pipelines (SAST, dependency scanning), triaging
15+ vulnerabilities per release cycle by severity and impact and cutting production defects by 25%.

• Designed automated vulnerability response workflows and security gates that drove remediation with builder teams,
cutting patch cycles from bi-weekly to weekly (40% faster response).

• Architected JWT authentication and access control across 10+ internal REST APIs, remediating broken
object-level authorization (BOLA) exposure.

IT Officer / Software Engineer Jul 2022 – Jul 2023
JK Cement Gurugram, India

• Engineered backend REST APIs with centralized input validation and error handling, decreasing production
security incidents by 20%.

• Built workflow automation with Role-Based Access Controls (RBAC) enforcing least privilege, monitored via
automated health checks and log aggregation across 3+ internal systems.

Projects

Black-Box Fuzzing & Crash Analysis | Python, Binary Analysis, Exploit Development
• Discovered 7 unique exploitable crashes across 60 test binaries via hybrid mutation strategies (bit-flipping, null-byte
injection), with crash deduplication and classification to assess exploitability.

• Engineered format-aware mutators (JSON, XML, PDF, JPEG, ELF) to scale discovery across input types.

JWT Inspector – Token Security Analysis Tool 2 | Python, Flask, JOSE/JWS, AWS
• Built a detection tool flagging authentication weaknesses (alg:none, algorithm confusion, weak HMAC secrets,
missing exp/aud); cracks weak secrets and forges tokens to prove exploitability. Full JOSE/JWS stack from
scratch, 61 tests.

SQL Injection Lab & Web Application Pentest Lab 2 | Burp Suite, SQLMap, OWASP ZAP, AWS
• Conducted OWASP Top 10 penetration testing (SQLi, XSS, IDOR, SSRF) against DVWA/HackTheBox targets;
built an interactive SQLi lab pairing exploitation with parameterised-query remediation.

Achievements & Certifications

• Demonstrated a Windows malware exploitation technique for remote session access, presented live to 30+.
• Winner, Coding Ninjas Hackathon.
• Real-Time Cyber Threat Detection & Mitigation — NYU (Coursera).
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