NIKHIL SANKHLA

Sydney, Australia | +61 449 812 858 | nikhilsankhla.cybersec@gmail.com | nikhilsec.com | LinkedIn | GitHub

Cyber security engineer with 2.5 years of industry experience in vulnerability management, application security and DevSecOps across Linux, Windows
and cloud environments. Hands-on with penetration testing, SAST/DAST, SIEM and log analysis, detection tuning and incident response, mapping
findings to the OWASP Top 10 and MITRE ATT&CK. Completing a Master of Information Technology (Cyber Security) at UNSW Sydney; OSCP in
progress. Targeting graduate and entry-level Cyber Security Engineer, SOC Analyst and Application Security roles in Australia.

Experience
Security Engineer / Software Developer Jul 2023 — Dec 2024
Experis IT (Client: Dell Technologies) Bengaluru, India

* Embedded SAST, dependency scanning and automated build-breaking security gates into GitLab CI/CD pipelines, surfacing 15+ vulnerabilities per
release cycle and reducing defects reaching production by 25%.
Triaged and prioritised findings by CVSS severity, exploitability and business impact with development teams, compressing remediation cycles from
bi-weekly to weekly (40% faster response) and tuning detection rules to cut false positives.
Designed JWT-based authentication and authorisation across 10+ internal API endpoints on Linux, remediating broken object-level authorisation
(BOLA) exposure found through secure code review.
» Decomposed 2 monolithic applications into 6+ microservices with per-service access control and least-privilege IAM, cutting deployment time by
30% and containing the blast radius of a compromised service.
IT Officer / Software Engineer Jul 2022 — Jul 2023
JK Cement Gurugram, India
* Audited system configurations and hardened backend APIs with centralised input validation and error handling, decreasing recurring production
security incidents by 20%.
Automated deployments, backups and log monitoring with shell scripting across 3+ internal systems, adding structured logging and health checks that
surfaced failures before user impact.
Built role-based internal applications and REST APIs with RBAC and least-privilege access control, automating 3+ data workflows and enforcing
integrity checks that protected ML workloads from tampering.

Education

The University of New South Wales 2025 — Dec 2026
Master of Information Technology (Major: Cyber Security | WAM: 76.33) Sydney, Australia
Maharaja Agrasen Institute of Technology 2018 — 2022
Bachelor of Technology, Information Technology (GPA: 8.1/10) Delhi, India
Technical Skills

* Security Operations & Incident Response: SIEM & log analysis (Splunk), alert triage, detection tuning & false-positive reduction, incident response,
root cause analysis, packet analysis (Wireshark), AWS CloudTrail/CloudWatch

* Penetration Testing & Vulnerability Management: Vulnerability assessment & triage, penetration testing, CVE analysis & CVSS prioritisation,
exploit development, privilege escalation, binary exploitation & fuzzing, wireless security (802.11/WPA2)

» Application, Cloud & DevSecOps: OWASP Top 10, SAST/DAST/SCA, secure code review, secure SDLC, API & authentication security, JWT/JOSE,

IAM, RBAC & least privilege, CI/CD hardening, AWS (EC2, S3, IAM, VPC), Docker, Kubernetes

Systems & Network Security: Linux, Windows, secure system administration, configuration auditing & hardening, TCP/IP, DNS, HTTP/S, TLS/SSL,

firewalls

* Programming & Tools: Python, Bash, PowerShell, C/C++, SQL/PL-pgSQL, Burp Suite, Nmap, Metasploit, SQLMap, OWASP ZAP, Kali Linux,
GDB/pwndbg, GitLab CI/CD, Git

» Frameworks & Standards: OWASP Top 10, MITRE ATT&CK, STRIDE, ISO 27001

Projects

JWT Inspector — Python, JOSE/JWS, Flask, AWS
* Built a token-security tool running 10 vulnerability checks (alg:none, RS256-to-HS256 confusion, weak HMAC secrets, missing exp/aud) with a
findings-derived risk score; cracks weak secrets and forges tokens to prove exploitability. Full JOSE/JWS stack written from scratch, 61 tests.
Automated Black-Box Fuzzer & Crash Analysis — Python, pwntools, pyelftools, Docker, CI
» Engineered a Dockerized fuzzing harness (4-person team) combining mutation-based and format-aware fuzzing across JSON, XML, CSV, PDF, JPEG
and ELF inputs, discovering 7 unique exploitable crashes across 60 64-bit Linux binaries, with automated crash triage and exploitability classification.
Web Application Penetration Testing Lab — Burp Suite Pro, OWASP ZAP, SQLMap, Kali Linux
» Conducted OWASP Top 10 penetration testing (SQLi, XSS, IDOR, SSRF) against DVWA and Hack The Box targets, intercepting and replaying HTTP
traffic in Burp Suite Pro; documented reproducible findings with proof-of-concept and remediation guidance, plus an interactive SQLi simulator.
Wireless Attack Simulation Lab — Raspberry Pi, Kali Linux, Aircrack-ng, Scapy

* Built a hardware wireless lab simulating Evil Twin rogue access points, WPA2 handshake capture and deauthentication attacks scripted in Scapy;
documented 802.11 protocol weaknesses and enterprise detection and hardening countermeasures.

Achievements & Certifications

+ Offensive Security Certified Professional (OSCP) — in progress, exam targeted 2026 «+ CWL Certified AI Security Fundamentals — Cyber
Infinity Learning Platform ¢ Real-Time Cyber Threat Detection & Mitigation, New York University

* HTB CTF Holmes 2026 — ranked 193rd of 5637 teams (top 4%) ¢ Hack The Box (CyberNikhil): Out of Bounds, Snake Charmer, Unwavering

» 100+ PortSwigger Web Security Academy labs ¢ 200+ LeetCode solved ¢« Winner, Coding Ninjas Hackathon
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